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providing an initial notice to all new
customers and have mailed the initial
notice to all your existing customers.
(c) One-year grandfathering of service
agreements. Until March 31, 2003, a con-
tract that you have entered into with a
nonaffiliated third party to perform
services for you or functions on your
behalf satisfies the provisions of
§160.13(a)(1)(ii) even if the contract
does not include a requirement that
the third party maintain the confiden-
tiality of nonpublic personal informa-
tion, as long as you entered into the
agreement on or before March 31, 2002.

[66 FR 21252, Apr. 27, 2001, as amended at 66
FR 24061, 24183, May 11, 2001; 67 FR 6790, Feb.
13, 2002]

§§160.19-160.29 [Reserved]

§160.30 Procedures to safeguard cus-
tomer records and information.

Every futures commission merchant,
commodity trading advisor, com-

Pt. 160, App. A

modity pool operator and introducing
broker subject to the jurisdiction of
the Commission must adopt policies
and procedures that address adminis-
trative, technical and physical safe-
guards for the protection of customer
records and information. These policies
and procedures must be reasonably de-
signed to:

(a) Insure the security and confiden-
tiality of customer records and infor-
mation,;

(b) Protect against any anticipated
threats or hazards to the security or
integrity of customer records and in-
formation; and

(c) Protect against unauthorized ac-
cess to or use of customer records or
information that could result in sub-
stantial harm or inconvenience to any
customer.

APPENDIX A TO PART 160—MODEL
PRIVACY FORM

A. The Model Privacy Form
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Version 1: Model Form With No Opt-Out.

Rev. finsert sate]

WHAT DOES [NAME OF FINANCIAL INSTITUTION] DO
FACTS WITH YOUR PERSONAL INFORMATION?

Financial companies choose how they share your parsonal information. Federal law gives
consumers the right to limit some but not all sharing. Federal law also requires us o tell you

how we collect, share, and protect your personal information. Please read this notice carefully to |
understand what we do. :

The typesvof/ persona!mformanonwe coiiem and share depend an the product or semce you
have with us. This information can include;

»  Social Security number and fincoms}

= {account balances} and [payment history]

®  [credii history] and foredit scores]

When you are n longer our customer, we continue to share your information as described in this
notice. i

Al financial companies need to share customers’ personal information to run their everyday
busingess. In the saction below, we list the reasons financial companies can shars their :
customers’ personal information; the reasons [name of financial nstitution] chooses o share; and
whether you can fimit this shanng.

For our everyday business purposes—

such as to process your transactions, maintain
your accountis, mspond to coust orders and legal
investigations, or report to credit bureaus

For our marketing purposes—
to offer our products and servicss to you

For joint marketing with other financial cor;x;/mnieé
For our affiliates’ everyday business purposes—
information about your transactions and sxpenences

For our affiliates’ everyday business purposes—
information about your creditworthiness

For our affiliates to market to you

For nonaffiliates to market to you

Call {phone number} or go 1o website]
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Who is providing this notice? finsert]

How does [name of financial institution]
protect my personal information? and use, we uss security measures that comply with federal law,
These mensures includs computer safeguards and sscured files
and buildings.
How does [name of financial institution] . We collect your personal information, for example, when you
. ey )
collect my personal information? »  fopen an account] of [depesit money]
®  [pay your bills} or {apply for a loan]
2 {use your aredit or debit card]
{We also collsct your parsonad information from other companies.] OR
We also collect yow parsonal information from others, such as credit
buresus, aftiiates, or other compantes]

Why can’t 1 limit all shering? Faderal law gives you the right to limit only
®  sharing for affiliates’ everyday business purposes — information
about your creditworthness

®  offifiates from using your information to market 1o you
# sharing for nonaffiliates to market to you

State laws and individual companies may give you addibonal rights to
firmit sharing. [See below for more o your nights under state law }

Aftiliates Companies related by common ownership or control, They can be
financial and nonfinancial companies.

u  [affate miormation}
Nonaffiliates Corapanies not :\é&atad by cammon ownership or control. They can be
financial ardd nonfinancial companies.

®  [nonaffihate information]
Joint merketing . Rtormal agreement between nonafiliated firancial companies that

together market financial products or services to you.

n foint marketing sormation]

{insert other important information}
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Version 2: Model Form with Opt-Out by Telephone and/or Online.
ey, linzent date)

WHAT DOES [NAME OF FINANCIAL INSTITUTION] DO
FACTS WITH YOUR PERSONAL INFORMATION?

Financial companiss choose how they share your personal information. Federal law gives
consumers the right to iimit some but not all sharing. Fedaral law also requires us to teli you

fiow we collect, share, and protect your personal mformation. Please read this notice carelfully to |
understand what wa do.

The typses of personal information wa collect and share depend on the product or sarvics you
have with us. This information can includs:

®  Social Secunty number and fincome}

u  {account balances] and {payment history}

®  {credit history] and {credit scores]
Wi financial companies nesd to shars customers’ personal information to run their sveryday |
business. In the section below, we list the reasons financial companies can share ther
customers’ personal information; the reasons foame of financial institution] chooses to shars; and |
whether you can limit this sharing. H

For our sveryday business purposes—
such as to process your ransactions, maintain
your account(s), respond to court orders and legal
investigations, or report to credit bureaus

For our marketing purposes—
o offer our products and services o you

For joint marketing with other financial companies

For our affiliates’ everyday business purposes—
information about your transattions and experiences

For our affiliates’ evernyday business purposes—
miormation about your creditworthinsss

For our affiliates to market to you

For nonaffiliatas to market to you

n Visit us online: fwebsite]
Please note:

1 you are a new custemer, we can begin sharing your information [30] days from the date we
sent this notice. When you ars /10 107081 our customer, we continue to share your information as
described in this notice.

However, you can contact us at any time to imit our sharing.

Calt {phons numbsr] or go to fwebsite]
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Who is providing this notice? : finsert}

How does [name of financial institution] |  To protect your personal information from unauthorized access

protect my personal information? I and use, we use secunity measures that comply with federal law.
These measures include computer safeguards and securad files
snd buildings.

Wa collect your personal information, for exampls, when you

" How does [name of financial institution] .
coliect my personal information? »  fopen an account] or [deposit money)

®  [pay your billa] or {apply for a loan]

®  [use your eredit or debit card]

We sleo coliact your personal information from other companies.}

Ve also collect your personal information from others, such as credit
bureaus, affiistes, or other companies ]

Why can't Himit all sharing? | Federal law gives you the right to limit only
»  sharing for affiliates’ everyday business purposses —information
about your creditworthiness

= affiliates from using your information to market to you
s  sharing for nonaffiliates to market to you

State tawas and individual comparies may give you additional rights to
fimit sharing. {Sse below for more o your rights under state law.}

What happens when | limit sharing i {Your chodces will apply to everyone on your account }
for an account | hold jointly with OR
someone alse? frowr chaces will apply 1o everyone on your account —uniess you tell

us aihewiss ]

Companies related by common ownsrship or control. They can be
firancial and nonfinancial companies.

Affiliates

w  [affihate mformation]
ﬂﬁnééf{iateé ’ o o : Compamas ﬁ§Q mlafeﬁ Ey c;zr'nmnro»‘smerrshiﬁ otdcorn(roi’. T?‘V:éy canbe E
financial and nonfinancisl companiss.
®  [nopaffiiate informaton)
Joint marketing A formal agresrmaent betwesn nonaffiliated financial comparies that
i together market financial products or services to you.
®  [oint marketing wformation]

&

finsert other important information}
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Version 3: Model Form with Mail-in Opt-Out Form.

Py insest date}

WHAT DOES [NAME OF FINANCIAL INSTITUTION] DO
FACTS WITH YOUR PERSONAL INFORMATION?

Financie! companias choose how they share your personal information. Federal low gives
consumears the nght to imit seme but not all sharing. Fedoral law also requires us to tell you
how we collect, share, and pratect vour persanat information, Please mad this rotice carefully to
underatand what we do

The types of parsonal information we collect and share depend on the product o service you
have with wa. This information can include:

»  Social Hecurity number and incomel
= jaccount balances] and {payment fistony]
»  jcredit istory] and {oradit sooven]

Al financiad companies nesd to share cus " peracnal to run their everyday
bumineaa. in the section belkow. wa list the reasons firancial componiea can share thelr
customers’ personal ink rory; the reasons [name of financisl mstitution] chooses to share; and
whether you can fimit thes shadng

For our everydsy business maposas—
such a8 to process your transnctions, makntain
yaur account{al, respand to court orders and legal
mvestigations, or repart to credit bureaus

For our marketing purposes —
1w offer cur products and services to you

For joint marketing with other financial companiss
For our affii ® everyday bush purp
sormation sbout your transactions and expenences

For our affilintes’ everyday b o
information about your creditworthiness

For our affilistas to market to you

For nonaffiliates to market to you

& Call fphone number] —our menis wil grormpt you through yous chomsis)
®  Vieit uz onfine: [website] or

= Mail the form befow

Please note:

# you are & /oW customer, we can begin shanng your information {30} days from the date we
sent this notice. When you ame #0 5Nger sur custamern, wi sontinus to share your information ns
desatbed in this notice.

Howaver, you can contact us at any time to firmit our sharing.

Calf fphoos nraber] o ga to fwebsita]

Leave Blank | Mark any/all you want to fimit:
oR

I3 Do not ahars information about my cred iness with your afffintes for their svaryday
business purposes.

it you tave a
joint account,

your choiels) T Do naot atiow your attiliatas 10 use my persanal information ta market to o,

will apply to I 0 Donctshwemy ion with & to market their products and

FUBFYONS 0N your services ta me

mecount unless

you mark betow. Mait to:

3 Apply my IName of Financial
choices only inatitution]
to e} [Addressi}

[Address2}

[City}. {STHZIPY
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Who is providing this notice? finsart}

How does fname of financial institution] | To protect your personal nformation from unautharized acoess

protect my personal information? and use, we use security mensures that comply with federst law.
Thesse measures include computer safeguards and secund files
and buidings,
finsert]

How does [name of financial institution] . We colfest your | ion, for le, when you

collect my personal information? »  fopen an account] or [deposit maney]

s [pay your bdls] or fapply for a loan]

®  {use your credit or debit card}

e also cofisat your personal informanon from other sompanies. |
OR

e also calfect your personal information from others. auch as creds
hurssus, affilites. or other companies }

Why can't | imit all sharing? | Federat faw givas you the right to kmit only

»  sharing for affiliates’ everyday business purposes—information
shout your creditworthiness

w afffiates from using your information to market to you

® sharing for nonaffiiates to markst to you

State tows and individual companies may give you additional nights to
timit sharing. {Sse below for rmore on your righls under state law ]

What happens when | limit sharing Your choines will apply to everyons on your accourt
for an account | hold jointly with OR
someone else? PYaur chooes will apply 10 everyone an your account--uriess you telf

us otherwise |

Affiliates . Companies refated by common ownership or control. They can ba
financigd and nonfinancial companies,

w  faffiate siformaton)

Nonaffiliates Companies not related by common ownaership or control, They can be
financiat and nonfinancial companies.
®  (fnonaftiliate sformation]

Joint marketing A formal agreement between nonatfiliated financial companies that
together market inancial products or services o you,

»  foindt marketng nformabon]

finsert other important information)
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Version 4. Optional Mail-in Form.

17 CFR Ch. | (4-1-10 Edition)

" Leave Blank

OR 3

fif youhave a :

joint account, | business purposes.
your choicel(s) 2

will apply to 2

BYBIYONE ON YOu
account unless

services to me.

Do not share information about my creditworthiness with your affifiates for their everyday

Do not aliow your affiliates 1o use my personal information 1o markst 1o me.
Do not share my personal information with nonaffiliates to market their products and

you mark befow.

3 Apply my

choices only

o maf

Maii To:
Address2), [Cayl, 8T] (2P}

B. General Instructions

1. How the Model Privacy Form Is Used

(a) The model form may be used, at the op-
tion of a financial institution, including a
group of financial institutions that use a
common privacy notice, to meet the content
requirements of the privacy notice and opt-
out notice set forth in §§160.6 and 160.7 of
this part.

(b) The model form is a standardized form,
including page layout, content, format,
style, pagination, and shading. Institutions
seeking to obtain the safe harbor through
use of the model form may modify it only as
described in these Instructions.

(c) Note that disclosure of certain informa-
tion, such as assets, income, and information
from a consumer reporting agency, may give
rise to obligations under the Fair Credit Re-
porting Act [15 U.S.C. 1681-1681x] (FCRA),
such as a requirement to permit a consumer
to opt out of disclosures to affiliates or des-
ignation as a consumer reporting agency if
disclosures are made to nonaffiliated third
parties.

(d) The word “‘customer” may be replaced
by the word ‘““member’” whenever it appears
in the model form, as appropriate.

2. The Contents of the Model Privacy Form

The model form consists of two pages,
which may be printed on both sides of a sin-
gle sheet of paper, or may appear on two sep-
arate pages. Where an institution provides a
long list of institutions at the end of the
model form in accordance with Instruction
C.3(a)(1), or provides additional information
in accordance with Instruction C.3(c), and
such list or additional information exceeds
the space available on page two of the model

IName of Financial institution], [Address1]

form, such list or additional information
may extend to a third page.

(a) Page One. The first page consists of the
following components:

(1) Date last revised (upper right-hand cor-
ner).

(2) Title.

(3) Key frame (Why?, What?, How?).

(4) Disclosure table (‘‘Reasons we can share
your personal information”).

(5) “To limit our sharing’ box, as needed,
for the financial institution’s opt-out infor-
mation.

(6) ““‘Questions’ box, for customer service
contact information.

(7) Mail-in opt-out form, as needed.

(b) Page Two. The second page consists of
the following components:

(1) Heading (Page 2).

(2) Frequently Asked Questions (‘““Who we
are’”” and ““What we do’’).

(3) Definitions.

(4) ““Other important information” box, as
needed.

3. The Format of the Model Privacy Form

The format of the model form may be
modified only as described below.

(a) Easily readable type font. Financial in-
stitutions that use the model form must use
an easily readable type font. While a number
of factors together produce easily readable
type font, institutions are required to use a
minimum of 10-point font (unless otherwise
expressly permitted in these Instructions)
and sufficient spacing between the lines of
type.

(b) Logo. A financial institution may in-
clude a corporate logo on any page of the no-
tice, so long as it does not interfere with the
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readability of the model form or the space
constraints of each page.

(c) Page size and orientation. Each page of
the model form must be printed on paper in
portrait orientation, the size of which must
be sufficient to meet the layout and min-
imum font size requirements, with sufficient
white space on the top, bottom, and sides of
the content.

(d) Color. The model form must be printed
on white or light color paper (such as cream)
with black or other contrasting ink color.
Spot color may be used to achieve visual in-
terest, so long as the color contrast is dis-
tinctive and the color does not detract from
the readability of the model form. Logos
may also be printed in color.

(e) Languages. The model form may be
translated into languages other than
English.

C. Information Required in the Model Privacy
Form

The information in the model form may be
modified only as described below:

1. Name of the Institution or Group of
Affiliated Institutions Providing the Notice

Insert the name of the financial institution
providing the notice or a common identity of
affiliated institutions jointly providing the
notice on the form wherever [name of finan-
cial institution] appears.

2. Page One

(a) Last revised date. The financial institu-
tion must insert in the upper right-hand cor-
ner the date on which the notice was last re-
vised. The information shall appear in min-
imum 8-point font as ‘‘rev. [month/year]”
using either the name or number of the
month, such as “‘rev. July 2009 or “‘rev. 7/
09",

(b) General instructions for the ‘“What?’’ box.

(1) The bulleted list identifies the types of
personal information that the institution
collects and shares. All institutions must use
the term “‘Social Security number” in the
first bullet.

(2) Institutions must use five (5) of the fol-
lowing terms to complete the bulleted list:
income; account balances; payment history;
transaction history; transaction or loss his-
tory; credit history; credit scores; assets; in-
vestment experience; credit-based insurance
scores; insurance claim history; medical in-
formation; overdraft history; purchase his-
tory; account transactions; risk tolerance;
medical-related debts; credit card or other
debt; mortgage rates and payments; retire-
ment assets; checking account information;
employment information; wire transfer in-
structions.

(c) General instructions for the disclosure
table. The left column lists reasons for shar-
ing or using personal information. Each rea-
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son correlates to a specific legal provision
described in paragraph C.2(d) of this Instruc-
tion. In the middle column, each institution
must provide a ““Yes’ or ‘““No’’ response that
accurately reflects its information sharing
policies and practices with respect to the
reason listed on the left. In the right col-
umn, each institution must provide in each
box one of the following three (3) responses,
as applicable, that reflects whether a con-
sumer can limit such sharing: ‘“Yes’ if it is
required to or voluntarily provides an opt-
out; “No” if it does not provide an opt-out;
or “We don’t share” if it answers ‘““No”’ in the
middle column. Only the sixth row (“‘For our
affiliates to market to you’’) may be omitted
at the option of the institution. See para-
graph C.2(d)(6) of this Instruction.

(d) Specific disclosures and corresponding
legal provisions.

(1) For our everyday business purposes. This
reason incorporates sharing information
under §§160.14 and 160.15 and with service
providers pursuant to §160.13 of this part
other than the purposes specified in para-
graphs C.2(d)(2) or C.2(d)(3) of these Instruc-
tions.

(2) For our marketing purposes. This reason
incorporates sharing information with serv-
ice providers by an institution for its own
marketing pursuant to §160.13 of this part.
An institution that shares for this reason
may choose to provide an opt-out.

(3) For joint marketing with other financial
companies. This reason incorporates sharing
information under joint marketing agree-
ments between two or more financial institu-
tions and with any service provider used in
connection with such agreements pursuant
to §160.13 of this part. An institution that
shares for this reason may choose to provide
an opt-out.

(4) For our affiliates’ everyday business pur-
poses—information about transactions and ex-
periences. This reason incorporates sharing
information specified in sections
603(d)(2)(A)(i) and (ii) of the FCRA. An insti-
tution that shares for this reason may
choose to provide an opt-out.

(5) For our affiliates’ everyday business pur-
poses—information about creditworthiness. This
reason incorporates sharing information pur-
suant to section 603(d)(2)(A)(iii) of the FCRA.
An institution that shares for this reason
must provide an opt-out.

(6) For our affiliates to market to you. This
reason incorporates sharing information
specified in section 624 of the FCRA. This
reason may be omitted from the disclosure
table when: the institution does not have af-
filiates (or does not disclose personal infor-
mation to its affiliates); the institution’s af-
filiates do not use personal information in a
manner that requires an opt-out; or the in-
stitution provides the affiliate marketing
notice separately. Institutions that include
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this reason must provide an opt-out of in-
definite duration. An institution not re-
quired to provide an opt-out under this sub-
paragraph may elect to include this reason
in the model form. NOTE: The CFTC’s Regu-
lations do not address the affiliate mar-
keting rule.

(7) For nonaffiliates to market to you. This
reason incorporates sharing described in
§§160.7 and 160.10(a) of this part. An institu-
tion that shares personal information for
this reason must provide an opt-out.

(e) To limit our sharing: A financial institu-
tion must include this section of the model
form only if it provides an opt-out. The word
‘“choice” may be written in either the sin-
gular or plural, as appropriate. Institutions
must select one or more of the applicable
opt-out methods described: telephone, such
as by a toll-free number; a Website; or use of
a mail-in opt-out form. Institutions may in-
clude the words ‘‘toll-free’’ before telephone,
as appropriate. An institution that allows
consumers to opt out online must provide ei-
ther a specific Web address that takes con-
sumers directly to the opt-out page or a gen-
eral Web address that provides a clear and
conspicuous direct link to the opt-out page.
The opt-out choices made available to the
consumer who contacts the institution
through these methods must correspond ac-
curately to the ‘““Yes’ responses in the third
column of the disclosure table. In the part ti-
tled ‘““Please note” institutions may insert a
number that is 30 or greater in the space
marked “‘[30].”” Instructions on voluntary or
state privacy law opt-out information are in
paragraph C.2(g)(5) of these Instructions.

(f) Questions box. Customer service contact
information must be inserted as appropriate,
where [phone number] or [website] appear.
Institutions may elect to provide either a
phone number, such as a toll-free number, or
a Web address, or both. Institutions may in-
clude the words “‘toll-free’” before the tele-
phone number, as appropriate.

(9) Mail-in opt-out form. Financial institu-
tions must include this mail-in form only if
they state in the “To limit our sharing’’ box
that consumers can opt out by mail. The
mail-in form must provide opt-out options
that correspond accurately to the ‘““Yes’ re-
sponses in the third column in the disclosure
table. Institutions that require customers to
provide only name and address may omit the
section identified as ‘‘[account #].” Institu-
tions that require additional or different in-
formation, such as a random opt-out number
or a truncated account number, to imple-
ment an opt-out election should modify the
“[account #]’ reference accordingly. This in-
cludes institutions that require customers
with multiple accounts to identify each ac-
count to which the opt-out should apply. An
institution must enter its opt-out mailing
address: in the far right of this form (see
version 3); or below the form (see version 4).

17 CFR Ch. | (4-1-10 Edition)

The reverse side of the mail-in opt-out form
must not include any content of the model
form.

(1) Joint accountholder. Only institutions
that provide their joint accountholders the
choice to opt out for only one accountholder,
in accordance with paragraph C.3(a)(5) of
these Instructions, must include in the far
left column of the mail-in form the following
statement: “If you have a joint account,
your choice(s) will apply to everyone on your
account unless you mark below. o Apply my
choice(s) only to me.” The word ‘‘choice”
may be written in either the singular or plu-
ral, as appropriate. Financial institutions
that provide insurance products or services,
provide this option, and elect to use the
model form may substitute the word “‘pol-
icy”” for ““account’ in this statement. Insti-
tutions that do not provide this option may
eliminate this left column from the mail-in
form.

(2) FCRA Section 603(d)(2)(A)(iii) opt-out. If
the institution shares personal information
pursuant to section 603(d)(2)(A)(iii) of the
FCRA, it must include in the mail-in opt-out
form the following statement: “‘5 Do not
share information about my creditworthi-
ness with your affiliates for their everyday
business purposes.”’

(3) FCRA Section 624 opt-out. If the institu-
tion incorporates section 624 of the FCRA in
accord with paragraph C.2(d)(6) of these In-
structions, it must include in the mail-in
opt-out form the following statement: “‘ Do
not allow your affiliates to use my personal
information to market to me.”

(4) Nonaffiliate opt-out. If the financial in-
stitution shares personal information pursu-
ant to §160.10(a) of this part, it must include
in the mail-in opt-out form the following
statement: ‘5 Do not share my personal in-
formation with nonaffiliates to market their
products and services to me.”

(5) Additional opt-outs. Financial institu-
tions that use the disclosure table to provide
opt-out options beyond those required by
Federal law must provide those opt-outs in
this section of the model form. A financial
institution that chooses to offer an opt-out
for its own marketing in the mail-in opt-out
form must include one of the two following
statements: ‘5 Do not share my personal in-
formation to market to me.” or ‘o Do not
use my personal information to market to
me.”” A financial institution that chooses to
offer an opt-out for joint marketing must in-
clude the following statement: ‘4 Do not
share my personal information with other fi-
nancial institutions to jointly market to
me.”

(h) Barcodes. A financial institution may
elect to include a barcode and/or ‘‘tagline”
(an internal identifier) in 6-point font at the
bottom of page one, as needed for informa-
tion internal to the institution, so long as
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these do not interfere with the clarity or
text of the form.

3. Page Two

(a) General Instructions for the Questions.
Certain of the Questions may be customized
as follows:

(1) “Who is providing this notice?’” This ques-
tion may be omitted where only one finan-
cial institution provides the model form and
that institution is clearly identified in the
title on page one. Two or more financial in-
stitutions that jointly provide the model
form must use this question to identify
themselves as required by §160.9(f) of this
part. Where the list of institutions exceeds
four (4) lines, the institution must describe
in the response to this question the general
types of institutions jointly providing the
notice and must separately identify those in-
stitutions, in minimum 8-point font, directly
following the ‘“Other important informa-
tion” box, or, if that box is not included in
the institution’s form, directly following the
“Definitions.” The list may appear in a
multi-column format.

(2) ““How does [name of financial institution]
protect my personal information?”” The finan-
cial institution may only provide additional
information pertaining to its safeguards
practices following the designated response
to this question. Such information may in-
clude information about the institution’s use
of cookies or other measures it uses to safe-
guard personal information. Institutions are
limited to a maximum of 30 additional
words.

(3) ““How does [name of financial institution]
collect my personal information?”” Institutions
must use five (5) of the following terms to
complete the bulleted list for this question:
Open an account; deposit money; pay your
bills; apply for a loan; use your credit or
debit card; seek financial or tax advice;
apply for insurance; pay insurance pre-
miums; file an insurance claim; seek advice
about your investments; buy securities from
us; sell securities to us; direct us to buy se-
curities; direct us to sell your securities;
make deposits or withdrawals from your ac-
count; enter into an investment advisory
contract; give us your income information;
provide employment information; give us
your employment history; tell us about your
investment or retirement portfolio; tell us
about your investment or retirement earn-
ings; apply for financing; apply for a lease;
provide account information; give us your
contact information; pay us by check; give
us your wage statements; provide your mort-
gage information; make a wire transfer; tell
us who receives the money; tell us where to
send the money; show your government-
issued ID; show your driver’s license; order a
commodity futures or option trade. Institu-
tions that collect personal information from
their affiliates and/or credit bureaus must

Pt. 160, App. A

include after the bulleted list the following
statement: ‘““We also collect your personal
information from others, such as credit bu-
reaus, affiliates, or other companies.” Insti-
tutions that do not collect personal informa-
tion from their affiliates or credit bureaus
but do collect information from other com-
panies must include the following statement
instead: ‘““We also collect your personal infor-
mation from other companies.”” Only institu-
tions that do not collect any personal infor-
mation from affiliates, credit bureaus, or
other companies can omit both statements.

(4) “Why can’t | limit all sharing?’’ Institu-
tions that describe state privacy law provi-
sions in the ‘“Other important information”
box must use the bracketed sentence: ‘‘See
below for more on your rights under state
law.”” Other institutions must omit this sen-
tence.

(5) ““What happens when | limit sharing for
an account | hold jointly with someone else?”’
Only financial institutions that provide opt-
out options must use this question. Other in-
stitutions must omit this question. Institu-
tions must choose one of the following two
statements to respond to this question:
“Your choices will apply to everyone on your
account.” or “Your choices will apply to ev-
eryone on your account—unless you tell us
otherwise.”” Financial institutions that pro-
vide insurance products or services and elect
to use the model form may substitute the
word ‘“‘policy”” for ““account’ in these state-
ments.

(b) General Instructions for the Definitions.

The financial institution must customize
the space below the responses to the three
definitions in this section. This specific in-
formation must be in italicized lettering to
set off the information from the standardized
definitions.

(1) Affiliates. As required by §160.6(a)(3) of
this part, where [affiliate information] ap-
pears, the financial institution must:

(i) If it has no affiliates, state: “‘[name of fi-
nancial institution] has no affiliates’’;

(ii) If it has affiliates but does not share
personal information, state: “[name of finan-
cial institution] does not share with our affili-
ates’’; or

(iii) If it shares with its affiliates, state, as
applicable: ““Our affiliates include companies
with a [common corporate identity of financial
institution] name; financial companies such as
[insert illustrative list of companies]; non-
financial companies, such as [insert illustrative
list of companies]; and others, such as [insert il-
lustrative list].”

(2) Nonaffiliates. As required by §160.6(c)(3)
of this part, where [nonaffiliate information]
appears, the financial institution must:

(i) If it does not share with nonaffiliated
third parties, state: “‘[name of financial insti-
tution] does not share with nonaffiliates so they
can market to you’’; or
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(ii) If it shares with nonaffiliated third par-
ties, state, as applicable: ‘“‘Nonaffiliates we
share with can include [list categories of compa-
nies such as mortgage companies, insurance
companies, direct marketing companies, and
nonprofit organizations].”

(3) Joint Marketing. As required by §160.13
of this part, where [joint marketing] appears,
the financial institution must:

(i) If it does not engage in joint marketing,
state: ““[name of financial institution] doesn’t
jointly market’’; or

(i) If it shares personal information for
joint marketing, state, as applicable: ““Our
joint marketing partners include [list categories
of companies such as credit card companies].”

(c) General instructions for the ‘“‘Other impor-
tant information’ box. This box is optional.
The space provided for information in this
box is not limited. Only the following types
of information can appear in this box.

(1) State and/or international privacy law
information; and/or

(2) Acknowledgment of receipt form.

[74 FR 62975, Dec. 1, 2009]

APPENDIX B TO PART 160—SAMPLE
CLAUSES

This appendix only applies to privacy no-
tices provided before January 1, 2011. Finan-
cial institutions, including a group of finan-
cial holding company affiliates that use a
common privacy notice, may use the fol-
lowing sample clauses, if the clause is accu-
rate for each institution that uses the no-
tice. Note that disclosure of certain informa-
tion, such as assets, income and information
from a consumer reporting agency, may give
rise to obligations under the Fair Credit Re-
porting Act, such as a requirement to permit
a consumer to opt out of disclosures to affili-
ates or designation as a consumer reporting
agency if disclosures are made to non-
affiliated third parties.

A-1—CATEGORIES OF INFORMATION YOU
COLLECT (ALL INSTITUTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(1) to de-
scribe the categories of nonpublic personal
information you collect.

Sample Clause A-1

We collect nonpublic personal information
about you from the following sources:

« Information we receive from you on ap-
plications or other forms;

¢ Information about your transactions
with us, our affiliates or others; and

¢ Information we receive from a consumer
reporting agency.

17 CFR Ch. | (4-1-10 Edition)

A-2—CATEGORIES OF INFORMATION You Dis-
CLOSE (INSTITUTIONS THAT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS)

You may use one of these clauses, as appli-
cable, to meet the requirement of §160.6(a)(2)
to describe the categories of nonpublic per-
sonal information you disclose. You may use
these clauses if you disclose nonpublic per-
sonal information other than as permitted
by the exceptions in §§160.13, 160.14 and
160.15.

Sample Clause A-2, Alternative 1

We may disclose the following kinds of
nonpublic personal information about you:

¢ Information we receive from you on ap-
plications or other forms, such as [provide il-
lustrative examples, such as ‘‘your name, ad-
dress, social security number, assets and in-
come’’];

¢ Information about your transactions
with us, our affiliates or others, such as
[provide illustrative examples, such as ‘“‘your ac-
count balance, payment history, parties to
transactions and credit card usage’’]; and

¢ Information we receive from a consumer
reporting agency, such as [provide illustrative
examples, such as ‘‘your creditworthiness and
credit history’’].

Sample Clause A-2, Alternative 2

We may disclose all of the information
that we collect, as described [describe location
in the notice, such as “‘above’ or “‘below’’].

A-3—CATEGORIES OF INFORMATION YOU Dis-
CLOSE AND PARTIES TO WHOM YOU DISCLOSE
(INSTITUTIONS THAT DO NOT DISCLOSE OUT-
SIDE OF THE EXCEPTIONS)

You may use this clause, as applicable, to
meet the requirements of §§160.6(a)(2), (3) and
(4) to describe the categories of nonpublic
personal information about customers and
former customers that you disclose and the
categories of affiliates and nonaffiliated
third parties to whom you disclose. You may
use this clause if you do not disclose non-
public personal information to any party,
other than as is permitted by the exceptions
in §§160.14 and 160.15.

Sample Clause A-3

We do not disclose any nonpublic personal
information about our customers or former
customers to anyone, except as permitted by
law.

A-4—CATEGORIES OF PARTIES TO WHOM YouU
DISCLOSE (INSTITUTIONS THAT DISCLOSE
OUTSIDE OF THE EXCEPTIONS)

You may use this clause, as applicable, to
meet the requirement of §160.6(a)(3) to de-
scribe the categories of affiliates and non-
affiliated third parties to whom you disclose
nonpublic personal information. You may
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